PEKOMEHIAIIA u AJITOPUTMbI

neficTBuil paOOTHHUKOB 1 00 yUarOLINXCS
Ipu yrpose posneiicreust BILJIA 1

PaKEeTHOW OMACHOCTH




[Tpunoxenue

PEKOMEHJIAIIMH

o JeiicTBHSIM paGOTHHKOB U 00y4aloUXCsl
00pa3oBaTeJIbHbIX OpraHM3auMu Npu yrpose BO3ACUCTBUS
GecIIOTHBIX JeTaTebHbIX aNNapaToB U 00bABJICHHH paKkeTHOH OMACHOCTH

Hacrosiiie peKoMeHJIaluK [0 NEeHCTBUAM 0OyYaroIUXCcs, MEeJArornIecKnx
M WHBIX pabOTHUKOB 00pa3oBaTE/IBHBIX opranusaluii Tpu yrpose BO3AEHCTBHS
GeCHIIOTHBIX  JIeTaTelbHBIX  almapaToB  (Jamee  — BITJIA)  pa3paboTaHBbI
T 0Opa30BaTENbHBIX OpraHU3alkH, MOABEAOMCTBEHHAIX MuHpocBeleHus Poccun,
5 coorsercTBuM ¢ myHktoM 4.3.19 llonoxeHus O Munnpocselenuss Poccun,
YyTBEP)KJEHHOr0  MOCTaHOBJICHNEM [IpaBuTensctBa  Poccuiickon Denepauuny
oT 28 utois 2018 r. Ne 384.

OcHOBHAas LIeNb PeKOMeHalui — obecrevueHue 6e30TacHOCTH KU3HU W 300POBbS
00 yUaIOIIHXCS, TEAArOrHIECKUX 1 NHBIX pabOTHUKOB 00pa30BaTENILHBIX OpraHu3aLnh
IIyTeM OIlpeJesIeHUs alrOpuTMOB NeiicTBU IIPY yrpo3e BO3ACHCTBUAS BITJIA.

PeskiM  GECIIMIOTHON ONACHOCTH — 3TO (popMa TPaxkAaHCKOTO  OMOBCLICHUA,
KOTOpYIO BBOAAT IIpY YTpo3e MpojeTa ik ataku DBITJIA. TlomyyeHue TaKoH
pHbOpMaLMy O3HAYaeT, HUTO B cyobexte Poccuiickont denepanuut WM B COCEAHHUX
pervoHax 3a(uKCHpOBaHa MOTECHLUAJIBHAA OMACHOCTb, @ OINEPaTUBHblE CIIYXKObI

riepeBeIeHbl B PEKUM [IOBBILLIEHHON TOTOBHOCTH.

B oTidyMe OT CUrHaja OIoBeIeHHN «BHUMAHUWE BCEM!», nopsaok nepeaaqn
KOTOPBIX YCTAHOBJIEH COBMECTHBIM IIPUKa3OM MUC Poccumn Ne 578 u MHUHKOMCBSA3H
Poceun No 365 ot 31 mromst 2020 r. «O0 yTBEpKACHHHU [Tosio)KeHUsT O CUCTEMaxX
OMOBELIEeHUs] HACeNEHUs», EINWHBIN deaepaibHbIH HOPMATHBHBIM MPaBOBOW aKT,
PETYIUPYOLIMA MOPAIOK undopMUpoBaHUst 0 GECTIMIOTHON OMAacHOCTH, OTCYTCTBYET.
AJITOPUTMBI  OTMOBELIEHUA HACEJICHUS PEryanpyroTcsi Ha PErnoHajbHOM ypPOBHE
(BBICLIMMK ~ IOJDKHOCTHBIMM  JIMLAMH cyobekToB Poccuiickon depepaunn  11bO
MEKBEIOMCTBEHHEIME ~ KOOPIAWHUPYIOMMUMHA  OprafHaMH, CO3MaHHRIMKM B  LEIX
peanuzaunn Ykasa IlpesnneHra Poccuiickoit Denepatinu ot 19 okradps 2022 r. Ne 757
«O Mmepax, OCyUeCTBIAEMbIX B cyonekTax Poccuiickon desepalliv B CBA3U C Y Ka30M

TTpesunenta Poccuiickon deneparnm ot 19 oxTs6ps 2022 r. No 756»).
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UudopmupoBaHue 0 6ECIMIOTHON OMAaCHOCTH MOXKET NPOBOAUTBCS C MOMOILLbIO
CPENCTB €IWHOM TrOCYAapCTBEHHOW CHUCTEMbl MPEAYNPEKACHUS W JUKBUAALMHK
ypesBbluaiinbiX cutyauui, CMC, push-yBenomieHuni, MOOMIIBLHOTO MmpuiiokeHuss MYC
Poccuu, Mo TenekaHamam, paauo, depe3 oduuuaibHble KaHallbl T'yOepHaTOpOB,
aIMUHUCTPALMH ¥ OKCTPEHHBIX  CIyx0. DBaxHO OpPUEHTUPOBATHCS  HMMEHHO
Ha o(uMaJIbHbIE COOOLIEHMS, & He Ha CIIyXH B 1aTax.

B pasHeix cybbekrax Poccuiickoit ®enepaunu (opma MH(MOPMUPOBAHUS
0 GecrnuJOTHOM OMNAacHOCTU MOXET OTJAAYaThCs, HO Yallle BCEro UCMNob3yeTeH
[IBYXypOBHEBAasl CHCTEMa OTIOBEIICHHUS:

1. «BecnnMJIOTHAS OMACHOCTB» OOLUHO o3Ha4yaeT, 4yTo BIIJIA oOHapyxeHb!
PSIIOM C PETMOHOM, JIBMIKYTCS B €70 CTOPOHY MJIM €CTh BEPOSATHOCTH MX NMPOJieTa.

2. «¥Yrposa araku BITJTA» —3ta nHpopmalins MOXKET 03HAYATb, 4TO BIIA yxe
oOHapyXKeHbl Ha TEepPUTOPUM pervoHa WM eCTh TMpAmas yrposa o0BeKTaM
HHPPaCTPYKTYPEL.

Pemenue O BBEIEHHHM peXXuma OECITMIIOTHOM ONAaCHOCTH IPUHHUMACTCH
pEerHOHANLHBIMK BIACTAMMU, €CIIM CYIIECTBYET peaibHas yrposa MpoJieTa WK aTaku
BIUTA. Tlpy BBeAeHUM PEXKMa BCE rOCYapCTBEHHBIC c1y>X0bl NEPEBOISTCS B PEIKUM
NOBBILIEHHOM rotoBHocTH. I paxiaaHe mnoiydaroT CMC wiaM yBeLOMIICHMs 4Yepes
SKCTpeNHBIE KaHAJBI CBSI3H, B KOTOPBIX COAECPIKUTCA MPERYTPENHACHUE O HEOOXOIUMOCTH
cobutroieHust Mmep 0e30TMacHOCTH.

PerkM OTMEHSETCS, Kak TOJbKO yrpo3a ataku uiau rposieta bITJIA ncyesaer.

Mupopmuposanne 06  orboe  OecnujIOTHOM — OMACHOCTH»  O3HAYACT,
4TO HerocpeCTBEHHAs YIPO3a, 10 JAHHBIM 9KCTPEHHbIX CiyK0, MiHOBana. Ilocse sToro
MOYKHO BO3BpAlLAThCsl K OOBIYHBIM Je/laM, HO CTOUT COXPaHsTh OCTOPOXKKHOCTh: HE
NOAXOAUTh K TOJO3PHUTENbHBIM MpeiMeTaM, O00JOMKaM, MOBPEXKICHHBIM o0BbeKTaM,
0GOpBaHHbIM POBOJIAM 1 MECTaM, I'/le padoTaloT SKCTPEHHbBIC CykKObl.

[Tpu mosydeHuy MHGOpPMALKMK O OECIUIOTHOW ONacHOCTH HE HYXHO CIC10BaTh
B YKpBITHE, JOCTATOYHO COONIOAATh CHOKOMCTBUE, u30eraTb CKOIUIEHUM JIHOJEH
M BHUMATEJBLHO OTCIeKMBAThH MMOSIBIEHME HOBBIX CHIHaNOB ornoselleHus. [1pn yrpose

ataky BITJIA HeoOX0AMMO YKPbIBAThCA.
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AnropuTmbl aeficrsuii npu yrpose ataku bILIA

1. JleiicTBUA TI€AaroTMUECKUX paOOTHUKOB B yueOHbIX ayAUTOpHaAX (Kyraccax):

_ HeMeJUIEHHO NPeKpaTHTh 3aHsaTHs. He cobupath BellH, HE XAaTh 3BOHKA,

— GBICTPO ¥ OPTAHM30BaHHO BBIBECTH BCEX 00YUAIOLIMXCS U3 Ay IUTOPHH (kJtacca)
B 3aparee OMpele]eHHoe 0e30TIaCHOe MECTO (kopuaop, yriyOJieHHbIe BHYTPb 3AaHHA
HoMelneHyst 6e3 OKOH, YOeXKHILE, TOABAI, LOKOIBHEIA 3Tax);

_ ecny 6Ge30macHble MecTa OTCYTCTBYIOT: OTBECTH OOydarolIMXcCs OT OKOH,
YKPBITh 00YYAIOIXCSA U YKPBITBCS CaMOMy IIOZ apTaMH UIIH 33 mkadamMu (Mebenslo);

— J1aTh yKa3aHUs y4alllUMCs 10 OTKIIFOUEHHIO CPENCTB MOOMILHOM CBS3U.

2. JleficTBUsl aJAMHHHUCTpaLUU 06pa3oBaTebHOR OpraHu3aluy BHE y4eOHbIX
ay IUTOpHi (KJIaccoB):

— 0BGeCTOUNTE SIEKTPUUECKHIE ITPHOOPEI B CBOMX KaOHHETax;

_ 0becreynTh OTKPBITHE BCEX ABEPEH Ha MyTH CIe10BaHNA B YKPBITHC,

— IOMOYb B OPTaHU3alMK JABKEHHUs JIFOIeH, yKa3aTh HalpaB/ICHUE K yKPBITHIO,

— MPOCIIEIUTh 3a TeM, YTOOBI KOPUIOPBI, JECTHUIHBIC KIETKH 1 OCHOBHBIC TOYKU
c6opa OpLIH CBOOOIHBI,

— npocieaoBaTh B YKPbITHE TIOCJE pasMELICHWA B HEM oOyuyaroLuxces,
nenarornyecknx U MHbIX pabOTHHKOB.

3. JleficTBHS TEXHUUIECKOIO IepcoHana 0Opa3oBaTeIbHOW OpraHu3aluu:

— MpeKpaTUTh padoTy;

_ okasaTh  [OMOILL  &AMHHUCTpauuu  oOpa3oBaTejbHOM — OpraHHM3alii
B 0OecrieueHuy OpraHM30BaHHOro CJIeI0BaHKA 00y4arolKUXCs B YKPbITHE,

— caMHM TPOCJIe0BaTh B YKPBITHE.

4, JleficTBYsI IPY HAXOXK/IGHWUHU B YKPBITHN.

 OTBETCTBEHHBIM 3a TOMELIEHWE YKPbITHs HEOOXOAMMO 3aKpbITh HapyIKHBIC
nBepH (P HATWYHH);

— NejarordueckrM paboTHUKAM TPOBECTH CBEpKY HaJIMHHS o0yu4aroLmnXcs,
MHGOPMALMEO TOJIOKUTE OTBETCTBEHHOMY B yKPBITHM;

— B YKDPBITHM 110 BO3MOXXHOCTH 3aHATH Ge3zomnacHble MecTa: CeCTh Ha MoJ,

IPHXKaTHCA K HECYLUUM CTCHaM,
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— OTKJIIOYMTH CBET B YKDPBLITHMHM, €CJKM 3TO HE CO3/aeT OMNACHOCTH (Hampumep,
[OJIHYIO TEMHOTY U MaHUKY).
Bo BpeMsl HaXOXKAEHUS B YKPBITHH 3aIPEILAeTCsl BBIXOJUTD U3 HETO, MOAXOAUT

K BBIXOJ/LY U3 YKPBITHsI M BKITIOUATh CPEJACTBA MOOMIIBHOMN CBA3H.

AJIFOPUTMBbI AeHCTBUI NPH JHYHOM HA0/MI0AeHUH (BH3YA/ILHO HJIH HA CJIyX)
BILJIA, B3pbIBOB, paGoThbI CPeJCTB NPOTHBOBO3AYLIHOH 000POHEI

OcuHoBHas ormacHocTh BITJIA — najsieHue o0J10MKOB, B3pblB O0EBOM YacTH Ha MECTE
rnajieHus1, yaapHas BOJHA U OCKOJIKH.

[Tpu npsimoii yrpo3e nonananus bITJIA HeoOxoanumo:

— rOJIOCOM TTOAaTh CUTHAJI TPEBOTH;

— 3aHAThL 0Oe30racHoe II0JIOYKEHME: Jiedb Ha TM0Ji, TOJIOBY 3aKpbITh pPYyKamu,
[0 BO3MOYKHOCTH YKPBITHCSI 38 MACCHBHBIMU MTPEAMETAMH, OTONTH OT JABEPHbBIX MPOEMOB,
KOTOpbl€ MOTYT 1e(OPMHUPOBATHLCS;

— IIp¥ BO3MOJKHOHM B3PBIBHOM BOJINE OTKPBIBATL POT, YTOObI CHHU3UTL HArpysky

Ha OapabaHHbIE NIEPEITOHKHU.

AJropuTmbl AeHCTBUI BOAUTE/EH TPAHCNIOPTHBIX CPEICTB
npu nepeBo3Ke 00yUarOHXCs

|. Ecnu undopmauus o6 yrpose artakn BIUJIA monydeHa TIpy HaxO0XACHUH
B HaCEJIEHHOM ITYHKTE:!

— NPEKpaTUThL JIBHKEHWE M OCTAaHOBMTb aBToOyC B Oe3onacHoM JUist BbICaAKH
[1acca)xupoB MECTE;

— OTKPBITH BCE ABEPH. | pOMKO 1 YETKO OOBABUTH MACCAKMPAM HE3AMEIHTEIILHO
MOKUHYTH CaJlOH TPAHCIIOPTHOTO CPEACTBA W HANpaBUTBCA B Onvbkauiiee YKPBITHE
(TIoB€3 1, TIOABAJ, TOJ3EMHBIN NIEPEeX0/, rpyma NepeBbEB, UHOEC YKPBITHE );

_ [IocIIe 3BaKyally MacCaXUpoB ITIOKUHYTH aBTOOYC 1 CAMOCTOATENIBHO YKPBITHCS
B Onuikailituem 0e30MmacHOM MECTE;

— rTocJie OTMEHBI YTPO3bI 00eCTeUnTh pa3MelIeH!e TacCaKnpoB B TPAHCIIOPTHOM

CpEaACTBC IIPOOOJDKHUTD JABUXKCHHUC.

Y NEHMHIPAACKS
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